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disk serial)
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Validacao Paralela:
« Ambos fingerprints
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* Previne bypass attacks
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POST /api/devices/validate
Authorization: Bearer
{bootstrap token}
{fingerprints, hardware_info}
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hardware fingerprint =7
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Acao: Blogueio de seguranca
Log: Possivel fraude
detectada
Anti-abuse Verificacoes: -
* |P: Max 10 devices (50 para
WSL)
* VM detection: Penalidade 50
pontos
* Criacao rapida: Max 3 por
hora
* Trust score minimo: 30
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POST /api/devices/register
Authorization: Bearer
{bootstrap _token}
{device_name, fingerprints,
hardware_components}
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Progressive Credit
Allocation:

} e 12 device: 5000 créditos

e 29.52: 1000 cada
1« 62-72: 500 cada
e 824: 100 cada

INSERT device_hardware
(componentes)

Anti-abuse: Por IP address

Y

INSERT users_credits
(initial_balance)
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Gera JWT Completo (15min)
+ Refresh Token (7 dias)

Retorna {access_token (full),
refresh_token,

user id, device id, credits balance}
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Recebe autenticacao completa
user _id, device id, credits_balance

Page 1 Summary:

« Ed25519 challenge/verify
authentication
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scope)
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