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1. Ed25519 Challenge/Verify Authentication : I

' Gera/carrega chaves Ed25519 '
. (private/public key pair)

e

| POST /api/auth/ed25519/challenge |
' {public_key {hex)} : i

| }_
: Gera challenge id + nonce
| SET challenge:{id} {public_key, nonce}
' TTL 5 minutos
| i
Ledchallenge id, nonce, expires.at} 000 :
| Assina 'Vello-Auth:{nonce }' | |
' com chave privada Ed25519 : :
| POST /apifauth/ed 2551 9/verify : !
' {challenge_id, signature} }_:_ :
E GET challenge:{challenge_id} }:
E Verifica assinatura Ed25519
alt /. [Assinatura Valida]
: Gera Bootstrap JWT (5 min)
: auth stage='bootstrap’
. {success: true, access_token (bootstrap),
-Auth stage: 'bootstrap’y
[Assinatura Invalida] o o
(MNTTP 401 Unauthorized | || Falha autenticacao Ed25519

E 2. Device Validation e Registration

 Coleta fin gerprints
(Software: SHA256(machine_guid+disk_serial)
» Hardware: SHAZ256(motherboard-+cpu _id))

-

| POST /api/devices/validate
. Authorization: Bearer {bootstrap_token}
' {fingerprints, hardware_info}

SELECT FROM devices

WHERE software fingerprint = ? OR hardware _fingerprint = 7 previne bypass attacks

Validagao em paralelo Ij
o

' Verifica anti-abuse:

| - Multiplos devices por IP
- VM detection

- Rapid creation patterns

< |

{is_wvalid: true, trust score: N,
user exists: boolean, device position: N}

' POST /api/devices/register :
. Authorization: Bearer {bootstrap _token} .
' {device_name, fingerprints, hardware_cnmpnnents}} i

: alt / [Usuéripo|Existe]
; UPDATE devices SET linked user id = 7 o
I [Novo Usuario] B R s
| INSERT users (trial user=true) ",
| INSERT devices (user_id, fingerprints) | o
: : Progressive credit allocation: B
| . 1% device: 5000 créditos
: INSERT device_hardware (componentes individuais) 5 | 22-52: 1000 cada
- ! 62-7%: 500 cada
: : 8%+: 100 cada
: INSERT users_credits (initial_balance) : ”
| Gera JWT Completo (15 min) | |
: + Refresh Token (7 dias) : :
' {access token (full), refresh_token, : :
 er 1d, device K, cradits balanee}) 0 il | |
| | | | EE
Page 1 Summary:
» Ed25519 challenge/verify authentication
* Bootstrap JWT (5min limited scope)
* Device validation with collision detection
* Progressive credit allocation (anti-abuse)
* Full JWT (15min) + Refresh Token {7d)
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