UML Sequence Diagram - ED25519 Authentication + Device Registration (Page 1/6)

Desktnp User ‘ DESH?P App ‘ ‘ API Esl_-rwce | | Redis Cache ‘ ‘ Pastgre-ISQL DB ‘

ED25519 Authentication
Phase (Bootstrap JWT)

Launch app['rcattm" |

Generate ED25519 key pair
(private key in OS5 keystore)

POST
/apifauth/ed25519/challenge
{ public_key: "..."}

-

Generate random nonce

< |

Store challenge
TTL=5min

}H
OK
o, -

{challenge: "nonce",
expires_in: 300}
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POST fapifauth/ed 2551 9/verify
{signature: "..."}
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key

Generate Bootstrap JWT
(Smin, limited scope)

{token: "bootstrap jwt",
expires_in: 300}
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Device Registration Phase
(Full JWT)

Collect hardware fingerprints
{async, 4 components)
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{software fp, hardware fp}

Parallel fingerprint validation
(prevents bypass attacks)
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SELECT devices WHERE
fingerprints match
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Check for collisions
and conflicts
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POST fapifdevices/register
{user data, fingerprints}

BEGIN transaction

INSERT/UPDATE device

INSERT/UPDATE user

INSERT device components
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UPDATE users_credits
(progressive trial allocation)

Y

COMMIT transaction
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Generate Full JWT
(15min, all permissions)
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{token: "full jwt", expires in:

900, credits: 5000}
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Store JWT securely
Schedule auto-refresh (60s

buffer)

Zero-Latency Transcription
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